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Abstract

The rapid growth of information technology in the healthcare sector has increased
the risk of patient data breaches, making legal protection increasingly important in
Indonesia, where weaknesses in hospital data security systems remain evident. This
study analyzes legal protections for patient data and evaluates the effectiveness of
their implementation. A normative juridical literature review method was used,
involving systematic analysis of books, scientific articles, research reports, and
relevant legal documents. The findings show that patient data protection is
normatively regulated under Law Number 44 of 2009 on Hospitals, Law Number 17
of' 2023 on Health, and Law Number 27 of 2022 on Personal Data Protection. These
laws emphasize hospitals’ obligations to maintain patient confidentiality and restrict
data access and use based on explicit consent. However, in practice, a significant gap
remains between legal provisions and implementation. Weak data security
infrastructure, limited awareness among healthcare personnel, and suboptimal law
enforcement contribute to ongoing vulnerabilities. In conclusion, although the legal
framework for patient data protection is well established, its effectiveness is still
constrained by implementation challenges. Strengthening supervision, improving
enforcement, and enhancing human resource capacity are essential to ensure more
effective protection of patient data in Indonesia.
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1. Introduction

In today’s digital era, technological advancement has significantly transformed
the healthcare sector, particularly through the adoption of Electronic Medical
Record (EMR) systems (Barbieri et al., 2023). EMRs provide a more efficient and
accurate method of managing patient information than conventional manual
systems, enabling authorized medical personnel to access medical histories,
laboratory results, and treatment plans in real time (Ayaad et al., 2019; Hidayat et
al., 2025). This system greatly supports both emergency and routine healthcare
services. However, alongside these benefits, the increasing use of digital health
systems also raises serious concerns regarding the potential leakage and misuse of
patients’ personal data, which remains a critical challenge for healthcare institutions
(Takaryanto & Lany, 2025).

Health information is categorized as highly sensitive personal data, and every
individual has the right to ensure that their medical information is not disclosed or
misused without valid consent (Temirkanova et al., 2025). Violations of this right
may cause psychological distress, discrimination, financial loss, identity theft, and
reputational damage. In the era of globalization and digital healthcare, patient data
can easily move across institutions and national borders through telemedicine and
international medical collaborations (McClelland & Harper, 2022). However,
Indonesia still faces regulatory gaps regarding cross-border medical data protection,
increasing the risk of privacy violations beyond the reach of national legal
enforcement.

The destructive impact of medical data privacy violations does not stop at the
individual level (Supriyanto et al., 2025). Structurally, the failure to maintain data
confidentiality can drastically diminish public trust in the credibility and
professionalism of healthcare institutions and government authorities. When the
public becomes skeptical and believes that their personal data and medical records
are not securely guarded by hospitals, they tend to adopt a defensive stance. Patients
might conceal crucial information, hesitating to provide an honest and accurate
anamnesis regarding their past medical history or infectious diseases they might
carry (Alifia et al., 2024). This lack of transparency will ultimately backfire, as it can
severely hinder the process of establishing an accurate diagnosis and prescribing
precise therapeutic treatments, which in turn could threaten the safety and life of the
patient (Prajany et al., 2025).

Beyond relying on rigid positive law and technological security, the principles of
biomedical ethics play an essential and inseparable role in maintaining medical data
privacy (Jaime et al., 2023; Dove, 2024). Medical ethics, particularly through the
manifestation of the principle of patient autonomy and the principle of non-
maleficence, demands the application of and respect for comprehensive informed
consent (Varkey, 2021). This consent is not limited merely to the execution of
physical medical interventions but must also encompass consent regarding the
acquisition, storage, utilization, and dissemination of the patient’s medical data itself.
This requires that every step of the data management process be conducted purely
on the basis of informed consent from the patient after they have been provided with
clear, lucid, and adequate explanations.

However, empirical evaluations of medical data privacy protection policies in
Indonesia reveal that, despite the formal recognition of privacy rights in various
regulations, oversight mechanisms and law enforcement remain ineffective and
largely reactive. Sanctions imposed on healthcare institutions or cybercriminals
involved in data breaches have not created a sufficient deterrent effect, resulting in
recurring violations. In recent years, incidents involving leaks of patient medical
record data from hospital databases have become increasingly common, driven by
weak cybersecurity infrastructure, lack of staff awareness, human error, and
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sophisticated cyberattacks such as ransomware, malware, and phishing. These
conditions indicate that the implementation of legal protection for patient medical
record data in healthcare institutions has not yet operated optimally (Kharisma &
Diakanza, 2024).

Previous studies by Putra et al. (2024) and Lakoro and Jamaludin (2025)
examined legal protection against patient data leaks, mainly focusing on hospital
administrative weaknesses and normative legal sanctions. However, these studies
have not comprehensively addressed the effectiveness of legal protection under the
newly enacted Personal Data Protection Law (PDP Law) or the emerging challenges
posed by digital health services such as telemedicine. Based on these findings, this
study aims to analyze the legal protection framework for patient medical record data
in Indonesia, evaluate the effectiveness of its implementation in healthcare
institutions, and identify the regulatory, technological, and institutional challenges
that hinder the realization of optimal patient data privacy protection in the digital
health era.

2. Methods

This research is designed utilizing a literature approach rooted in the framework
of normative or doctrinal legal research. This juridical-normative approach was
selected considering that the central object of study in this research focuses on
analyzing legal principles, positive legal norms, and constitutional norms, and
evaluating the synchronization of sectoral regulations related to the protection of
health data privacy and the implementation of electronic medical records at the
hospital level. This approach involves a logical, systematic, and structured series of
activities conducted by the researcher. This step begins with the process of document
collection (literature inventory), followed by intensive critical reading, noting
essential points and dogmatic arguments, and concluding with an in-depth analysis
to reach academic conclusions. The fundamental objective of applying this method
is to build a theoretical foundation, formulate a framework of thought, and concoct
a comprehensive identification of legal problems, without having to collect empirical
data such as direct field interviews or questionnaires (Efendi et al., 2016).

The legal materials used to construct the reasoning in this study are classified
into three complementary main stratifications. First, primary legal materials are
imperative, directly binding, and serve as the central object of analysis. These
primary materials include key regulations, such as Law Number 44 of 2009
concerning Hospitals, Law Number 17 of 2023 concerning Health, Law Number 27
of 2022 concerning Personal Data Protection (PDP Law), as well as various
derivative rules and implementing regulations like Minister of Health Regulation
Number 24 of 2022 concerning Medical Records. Second, secondary legal materials
play a crucial role in providing explanations, interpretations, and theoretical
toundations for the primary legal materials. These materials include literature in the
form of health law textbooks, articles published in reputable scientific journals, and
various research reports from credible institutions that examine the intersection
between medical privacy law and cybercrime. Third, tertiary legal materials are
utilized to provide guidance and clarity of meaning to technical terms, as well as
medical and technological terminology, such as law dictionaries, cybersecurity
glossaries, and encyclopedias.

The analysis is guided by the concepts of legal protection theory, privacy rights,
and data governance principles. The framework examines the normative basis of
health data protection, the consistency between health regulations and personal data
protection regulations, and the legal responsibilities of hospitals as data controllers
in implementing electronic medical records. This framework serves as the basis for
evaluating the effectiveness and coherence of the existing regulatory regime in
safeguarding patient privacy. All data collected through this documentary study
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method are then processed and examined using a qualitative descriptive-analytical
technique, drawing conclusions through a deductive reasoning process, starting
from general legal principles toward solving specific legal facts.

3. Results and Discussion

3.1. Legal Protection of Patient Data in Indonesia

The implementation of regulations and the legal landscape to protect the
integrity of medical data in Indonesia has shown progressive leaps and highly
significant advancements in recent years. This juridical reform occurred massively,
especially after the House of Representatives passed Law Number 27 of 2022
concerning Personal Data Protection (PDP Law) (Syailendra et al, 2024;
Bintarawati, 2024). The birth of this law represents a crucial step and a historical
milestone to protect and safeguard personal data entities, including health data,
whose position and existence are increasingly vulnerable in the digital wilderness.
The PDP Law, designed with the spirit of adopting international standards like the
GDPR, provides a very clear, explicit, and comprehensive legal foundation
regarding the governance of the personal data lifecycle (Rahmawati, 2022). This
encompasses all phases, starting from the principle of proportionality in initial data
collection at the registration desk, encryption security during server database
storage, validation in the use of patient medical information for diagnosis, and down
to permanent data deletion protocols.

Beyond the Personal Data Protection Law, the architectural framework of law
protecting health data security is also strongly supported in the hierarchy of sectoral
laws, primarily in Law Number 17 of 2023, which codifies regulations specifically
focusing on universal Health. At the institutional managerial operational level, this
protection mandate is detailed in the Minister of Health Regulation Number 24 of
2022 concerning medical records, which obligates the transformation of
conventional systems into Electronic Medical Records (EMRs). These intertwining
rules establish parameters and provide highly rigid technical guidelines on how
patient data storage must meet minimum cryptographic standards, determining the
qualifications of healthcare personnel authorized to access such sensitive
information, as well as specific exception conditions (force majeure, court orders, or
outbreak prevention) where medical data can be shared with other entities or
institutions. Through this integrated regulatory decree, healthcare providers such
as conventional hospitals, primary clinics, clinical laboratories, and digital health
application pioneers are legally obligated to guarantee that patient data privacy
remains sterile from all forms of exploitation and is not misused. In this context,
hospitals function as data controllers and therefore bear strict legal responsibility
for any failure in personal data protection mechanisms, as discussed by Sidiq (2025).

According to the taxonomy outlined in the Personal Data Protection Law, the
definition of personal data is any piece of information regarding an individual that,
whether standing alone or when combined with other secondary information, can be
used to recognize, identify, and reconstruct their profile. In the specific realm of
healthcare, this personal information does not fall into the general data category but
is qualified as “specific personal data,” which is exceptionally delicate, intimate, and
sensitive. This data component details comprehensively not only demographics but
also genetic or congenital disease histories, psychiatric diagnosis records,
comprehensive laboratory test results, lists of medication referrals, allergies, and
indications of disability. Philosophically, this string of information is not just an
analytical set of numbers, ICD-10 disease codes, or dry medical notes without a soul;
it is a complete reflection of the deepest aspects of a person’s dignity and bodily
integrity that must be kept confidential and whose existence must be respected.

1228 | Research Horizon



Juridical Review of Legal Protection Against Patient Medical Record Data Leaks. ..

One fundamental principle that serves as the lifeblood in every effort to protect
health data is the principle of informed consent from the patient. Every healthcare
institution, from small rural clinics to type A national referral hospitals, is absolutely
required by law to obtain documented permission (usually in writing and equipped
with a validated electronic signature) from the patient as the data subject. This
permission must be obtained before medical personnel or hospital staff can access,
use, analytically process, or transfer the personal data for any purpose outside direct
clinical care. Furthermore, the law manifests its protection by granting patients the
power to annul or withdraw the consent they have given at any time without having
to provide complicated reasons. This consent withdrawal instrument ensures that
patients maintain supremacy and ultimate control over the data they own (Nugraha
et al., 2026). This progressive step essentially builds a highly robust legal protection
umbrella, which is simultaneously expected to reconstruct and increase public trust
to transition to and support the national digital health system ecosystem.

3.2. Implementation and Challenges in the Field

Theoretically and normatively, the obligation for protection has been established:
all healthcare provider facilities, be it maternity hospitals, inpatient clinics, or health-
tech startup developers, must ensure that patient medical record data is secure,
locked, and not misused. The implementation of the regulatory mandates of the PDP
Law and the Health Law requires every healthcare facility indiscriminately to put in
place and build cybersecurity and privacy protection measures that comply with
industry best practices. This protocol mandates the use of advanced encryption
(Advanced Encryption Standard), the application of the least privilege concept,
which restricts system access rights only and specifically to functionally authorized
medical staft, the creation of an audit trail (access log record), as well as strict
compliance to report system failures or personal data breaches to the ministry and
data subjects within a maximum of 3x24 hours. These findings reinforce Nasir and
Pranoto (2025), who emphasized that encryption standards and strict access control
mechanisms are fundamental requirements in electronic medical record systems.
However, when these noble norms collide with operational reality in Indonesia,
many healthcare institutions visibly experience paralysis in facing them and grapple
with various multi-layered empirical challenges.

One of the most deep-rooted problems frequently encountered is a comprehensive
crisis or lack of resources, both in terms of financial funding allocation and the
availability of Human Resources (HR) capacity, to design and implement a thorough
data security system. FFor small-scale private hospitals and regional Community
Health Centers in underdeveloped areas, overhauling the information system
architecture from paper records to digitally certified secure servers requires an
extraordinarily large injection of capital cost, which is often not budgeted. Besides
financial issues, there is a syndrome of low security awareness regarding the
importance of data rights protection among front-line hospital staft’ and healthcare
workers themselves. Audit realities show that many hospital and clinic managers
have not fully internalized the crucial substance of the PDP Law and view this
regulation merely as a suggestion, not a strict obligation. The culture of
underestimating data security aspects is still rampant. This is manifested in careless
practices such as using very weak medical record system passwords (“1234:56” or
“admin”), lacking periodic password rotation mechanisms, sharing usernames across
nursing shifts, and setting up user access rights layers that are minimal and un-
tiered. Furthermore, the extreme scarcity of Information Technology (I'T) experts
who possess specialization and licensing in health data protection serves as a massive
barrier in translating these normative policies into practical security algorithms
(Ogbodo et al., 2025).

Technical infrastructural challenges are equally terrifying. Quite a number of
healthcare facilities, even hospitals with Regional Public Service Agency (Badan
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Layanan Umum Daerah/BLUD) status, still rely heavily on legacy systems, pirated
applications, as well as outdated hardware and software that no longer receive
security patches from their original developers. This obsolete condition
automatically makes the hospital’s servers highly vulnerable, like an unlocked
window, exceptionally easy to penetrate by cyberattack exploits and hacking
infiltrations that cause data leaks. Facing this, a planned investment injection is
needed to upgrade hardware servers and software firewalls, which must also be
accompanied simultaneously by urgent human resource quality improvement
training programs. Unfortunately, the limitations of the state/regional budget or
internal revenue are often scapegoated as the main hindrance to the sluggishness of
this update process (Ikawati & Haris, 2024)

The escalation of cyber threats, which become more adaptive and sophisticated
day by day, is directly proportional to the increased fatal risk of medical data leaks.
The transition towards the use of cutting-edge technology based on cloud
computing, integration with mobile applications, and the proliferation of advanced
medical devices (such as modern CT Scanners or pacemakers) directly connected to
internal networks via the Internet of Things (IoT) concept, makes data security
management topology incredibly complicated with a very broad attack surface.
Alsubaei (2020) similarly argued that interconnected loT-based medical devices
significantly expand hospital cybersecurity vulnerabilities and complicate data
protection management. Ransomware attacks targeting hospital systems are no
longer mere fiction, evidenced by several major incidents in Indonesia that caused
the paralysis of hospital operational services for weeks. Therefore, the preparation
of preventive and comprehensive security contingency plans, rather than reactive
ones, is needed to protect the integrity of data flowing freely across various platforms
and endpoint devices.

From the repressive instrument of law enforcement, although the body of the
PDP Law has valiantly established a stratification of exceptionally strict sanctions
for any form of data protection violation or negligence, ranging from administrative
sanctions in the form of written warnings, proportional fines up to a percentage of
annual revenue, system access closures, to criminal imprisonment sanctions for
individuals selling data, the fact remains that the effectiveness of this system is still
far from ideal. Existing law enforcement faces a dead end due to the dullness of
proactive supervisory functions from the ministry, the slow formation of an
independent data protection authority supervisory body, and the extremely low
initiative of incident reporting from hospital management to the public due to the
looming fear of business reputation damage. Wulandari and Ilmih (2024) further
noted that transnational cybercrime and dark web data trading create serious
obstacles for cross-border enforcement and patient rights recovery mechanisms.
Massive cross-ministerial collaboration, cyber incident response teamwork, and
technological support must be realized immediately to strengthen the oversight
system and restore the dignity of data protection law enforcement in the country.

3.3. Effectiveness of Patient Data Privacy Policies

Analyzing and calibrating the effectiveness of the foundational policies for patient
medical record data privacy in Indonesia fundamentally depends heavily on three
pillars of equilibrium: the authoritative strength of the regulation itself, the quality
of implementative execution in the operational field, and the maturation of the
readiness of human resources (brainware) and supporting technical infrastructure.
Doctrinally, the presence of the Personal Data Protection Law takes over the
position as the guiding star in protecting the flow of personal data, no exception
being the whirlpool of health data in hospitals (Syailendra et al., 2024). This
regulation dismantles the old paradigm by delegating far more veto rights and full
control to patients over their genetic and medical information. The law imperatively
requires healthcare institutions, as managing parties, to implement the principles of
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integrity, information openness (transparency), the principle of data collection
minimization (only collecting data that is truly essential for medical treatment), the
tulfillment of the right to request data access, and strict and persistent layers of cyber
protection security. Alongside the umbrella instrument of the PDP Law, these
patient data security procedures are tightly stitched and locked in the technical
specifications of the Health Law and the Minister of Health Regulations regarding
EMRs. These technical rules reiterate the importance of the validity of explicit
consent from patients, stringent interdepartmental database access restriction
mechanisms, and the imposition of a proactive obligation to report honestly to
authorities and patients immediately if the catastrophe of a data breach truly occurs.

In normative and theoretical review, the orchestration of this policy has
succeeded in composing a legal foundation framework that is quite comprehensive,
progressive, and considered capable of adapting (future-proof) in response to the
accelerating pace of digital technology advancements disrupting the healthcare field.
Patients as data subjects have been explicitly guaranteed their constitutional rights:
the right to access their electronic medical records independently, the right to
request corrections (revisions) to inaccurate medical history information, and the
exclusive right to request permanent deletion (right to erasure or right to be
tforgotten) for data that is no longer relevant or when the retention period has legally
expired. Patients are also armed with the absolute right to unilaterally revoke
consent for the use of their data at any time (Temirkanova et al., 2025). With the
availability of this protection ammunition, conceptually, the policy should provide a
tangible contribution to efforts for the total protection of patients’ clinical privacy
rights and be able to build pillars of public trust regarding the security of electronic
health service penetration (such as state or private e-health applications).

However, practical implementation remains hindered by various challenges that
reduce the effectiveness of electronic medical record policies. Evidence from
simulation studies and security audits in regional and private hospitals indicates that
many healthcare institutions have not fully complied with personal data protection
standards. Common deficiencies include unclear informed consent procedures,
limited transparency regarding patient privacy rights, weak data deletion
mechanisms, and insufficient training for healthcare personnel on privacy
regulations. Consequently, despite a relatively comprehensive legal framework (law
in books), the effectiveness of its implementation in hospital practice (law in action)
remains fragile (Takaryanto & Lany, 2025).

Another trigger factor for challenges that greatly influences policy effectiveness
is the porous foundation of technological security infrastructure behind the scenes
of many healthcare institutions, a critical condition that is increasingly severe in
regional facilities or Community Health Centers outside Java. Quite a lot of
electronic medical record software currently in use has never been upgraded to be
equipped with cutting-edge cybersecurity technology suitable for the demands of the
times. These facilities do not apply encryption security algorithms for their
databases, do not equip their networks with adequate firewall protection
configurations against web application attacks, and entirely neglect the use of
automated technologies such as Intrusion Detection/Prevention Systems. This dark
reality nakedly makes piles of millions of rows of sensitive patient medical record
data extremely vulnerable (Ikawati & Haris, 2024). The risk of threat is not only in
the form of breaches and hacks by cybercrime syndicates out there (external), but
also vulnerable to deliberate exploitation, theft, or manipulation by irresponsible
internal parties, such as rogue employees (insider threats).

From the perspective of government authorities, the mandate for supervision and
the implementation of law enforcement instruments continue to be the weakest link
in the structure of patient data privacy effectiveness in Indonesia (Judijanto et al.,
2024). Even though the state has formally produced the PDP Law, complete with a
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range of massive administrative fine penalty instruments and criminal imprisonment
sanctions against perpetrators of data misuse and theft, the culture of transparency
and willingness to report and handle incidents professionally is often still paralyzed
(Satwiko, 2021). Dozens of incidents of hospital data breaches or leaked health
insurance credentials fail to be detected by security radars early on, and even if
detected, these cases frequently stall halfway or are not precisely followed up by
special cyber police or authorized agencies. This lack of decisiveness blatantly fails
to create and has not yet provided the crucial and educational shock or deterrent
effect for the data management ecosystem in hospitals, as well as for criminal hackers
(Wulandari & Ilmih, 2024).

To inject life into efforts to increase the effectiveness of this protection policy,
structural prevention innovations are recommended to start being implemented by
adopting the mandatory mechanism of Privacy Impact Assessment (PIA). This PIA
analysis procedure has the rationale as an initial identification method to map
vulnerabilities, forecast hazard probabilities, and manage privacy rights risk
management, which must be executed prior to the launch of any new module in the
hospital health technology information system (Binns, 2017; Vemou & Karyda,
2020). PIA essentially functions to support healthcare institutions in measuring their
absolute compliance with regulatory parameters, documenting risk catalogs
administratively, and compiling mitigation and prevention controls before patient
data leaks to the internet. Unfortunately, the use of crucial instruments like PIA in
the map of the Indonesian healthcare industry still moves like a highly uneven pilot
project, only applied in a handful of international standard hospitals, and requires a
massive injection of political will and commitment from the top ranks of healthcare
institution boards of directors and the relevant ministry regulatory guards.

Beyond regulatory frameworks and technological infrastructure, the effectiveness
of patient data protection ultimately depends on organizational culture and the level
of privacy literacy among healthcare professionals (Lakoro & Jamaludin, 2025).
Effective implementation requires strong leadership commitment, continuous
cybersecurity and privacy training for hospital staft, and enhanced patient awareness
regarding confidentiality and autonomy rights. Although Indonesia has established
arelatively comprehensive legal and administrative framework for protecting health
data, its practical effectiveness remains limited. Therefore, strengthening regulatory
enforcement, improving cyber oversight mechanisms, modernizing hospital
information technology infrastructure, and enhancing human resource capabilities
are essential. Sustainable collaboration among government institutions, hospital
administrators, and technology providers is also crucial to developing a secure,
transparent, and trusted healthcare data governance ecosystem.

4.. Conclusion

Based on the findings of this normative legal research, Indonesia has established
a relatively comprehensive legal framework for protecting patient medical record
data through Law Number 44 of 2009 concerning Hospitals, Law Number 17 of 2023
concerning Health, and Law Number 27 of 2022 concerning Personal Data
Protection (PDP Law). These regulations position healthcare institutions as data
controllers that are legally obligated to maintain confidentiality, implement
cybersecurity safeguards, and ensure informed consent mechanisms in electronic
medical record systems. Nevertheless, this study identifies a substantial gap between
normative legal provisions and their practical implementation in healthcare
institutions. The findings reveal persistent challenges, including weak cybersecurity
infrastructure, limited digital literacy among healthcare workers, inadequate
supervisory mechanisms, and the growing complexity of cyber threats in digital
health services and telemedicine systems.
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The implications of this study emphasize the urgency of strengthening
institutional compliance, improving cybersecurity governance, and enhancing
coordination between healthcare providers and regulatory authorities to ensure
effective patient data protection. However, this study is limited by its doctrinal and
literature-based approach, which relies exclusively on secondary legal materials
without direct empirical observation in hospitals or healthcare institutions.
Consequently, the study cannot fully capture the operational realities and technical
readiness of healthcare facilities in practice. Future research 1is therefore
recommended to adopt empirical or socio-legal approaches through field studies,
interviews, or case analyses involving hospitals, regulators, healthcare workers, and
patients in order to evaluate the actual effectiveness of patient data privacy
protection policies and cybersecurity implementation in Indonesia’s digital
healthcare ecosystem.
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